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Introduction 
In the COVID era, businesses face stricter guidelines for maintaining public health and need a way to 
ensure compliance. As businesses, healthcare, and educational campuses navigate safe return to 
work, education, corporate, leisure and group travel, organizations face stricter guidelines for 
maintaining public health and need a way to ensure compliance. Currently it is difficult for 
organizations to know with certainty who among their workforce, vendor, and visitors are fully 
vaccinated or have recently tested negative for COVID-19. This paper introduces a 21st century, 
globally scalable, digital immunization records solution that is HIPAA compliant, easy to use, and 
secure. 
 

How is Vaccination Data Captured Today? 
Traditionally vaccination data is captured by healthcare providers at the point of administration and 
then sent electronically to the Immunization Information System (IIS) within the state or local public 
health jurisdiction. Healthcare providers are required per regulation and state law to report 
immunizations to their jurisdiction’s IIS within a certain amount of time, typically within 24 hours of 
administration. 
 
The global COVID-19 pandemic has caused a significant strain on immunization programs and IIS 
across the US. Mass vaccination sites offer individuals all over the US the opportunity to walk-in or 
drive through to get one of the three approved COVID vaccines. Upon vaccination a Centers for 
Disease Control and Prevention (CDC) created paper immunization card is offered to the vaccinees 
as proof of the administration. As per CDC regulation and state laws the immunization should be 
recorded electronically in the jurisdiction’s IIS. An added complication to this process is that 
individuals are sometimes getting their COVID-19 vaccination in neighboring states. Currently, there 
is no consistent interoperability between jurisdictions for sharing immunization records.   
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What is an Immunization Information System (IIS)?   
Immunization information systems (IIS) are confidential, population-based, computerized databases 
that record all immunization doses administered by participating providers to persons residing 
within a given geopolitical area.1  An IIS provides a consolidated history of an individual’s 
immunizations for use by clinical providers to determine needed and appropriate vaccinations.  At a 
population level, an IIS can provide aggregate data on vaccinations for us by healthcare and public 
health professionals.   
 
There are currently more than 60 Immunization Information Systems (IIS) actively collecting data in 
disparate systems in the United States and its territories. There is no national or global organization 
that maintains immunization records. Immunizations are stored electronically in electronic health 
record (EHR) systems by the clinicians who administer vaccines. However, in the hands of the 
patient immunization records are still largely paper-based, even though we now rely on mobile 
apps and online platforms for practically every other facet of our lives, such as e-commerce, e-filing 
tax returns, banking, travel, and other health-related information. 
 

Why are Accurate and Timely Immunization Records Important? 
Proof of immunization is required by state law for primary school, day care, and college 
enrollment.2 Additionally, immunizations may be required for international travel, youth sports, and 
hospital employees, among other use cases. Very few IIS have implemented or have the capability 
for consumers to access their immunization records either online or in a mobile application. 
Generally, individuals must request their records from their state or local health department which 
may be delivered on paper, via standard mail or sometimes as a static PDF via email. There can be 
delays in receiving an up-to-date record and sometimes it is still incomplete.   
 

Why are Immunization Records Sometimes Incomplete and Hard to 
Update? 
There are numerous factors that can cause an individual’s immunization record to be incomplete 
including lack of timely reporting by the healthcare provider, patient matching errors within the IIS, 
out of jurisdiction administration, and others. One of the more common issues occurs when an 
individual receives their vaccination outside of their home jurisdiction.  The COVID-19 pandemic has 
amplified this issue with the high utilization of mass vaccinations sites. Individuals sometimes cross 
state and local boundaries to get one of the approved vaccines. Furthermore, there are many 
foreign nationals who receive vaccines outside of the U.S. that are not currently approved for usage 
in this country. The recent mass vaccination sites and mobile labs for the COVID-19 vaccine 
distribution where patients received their Covid-19 immunization doses, were not sites where 
patients usually receive routine inoculations. (Normally patients receive shots from their primary 

 
1 Centers for Disease Control and Prevention. (2019, June 7). About Immunization Information Systems. Retrieved from 
Immunization Information Systems (IIS): https://www.cdc.gov/vaccines/programs/iis/about.html 
2 Centers for Disease Control and Prevention. (2016, November 15). State Vaccinations Requirements. Retrieved from For 
Immunization Managers: https://www.cdc.gov/vaccines/imz-managers/laws/state-reqs.html 
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care provider, or a federally qualified health center (FQHC) or a pharmacy.) These unusual sites 
invariably led to disruptions to the normal immunization workflows. Another problem plaguing 
immunization records is the fact that the various electronic records systems used by various 
healthcare organizations are not interoperable.  Despite the passage of meaningful use legislation in 
2009, the United States’ current healthcare infrastructure has not yet provided universal, portable 
electronic medical records. Finally, the immunization registries themselves are not interoperable. 
For all the above reasons, vaccination record data is extremely fragmented. 
 

How are Businesses Ensuring Compliance with COVID Guidelines? 
Businesses are having a difficult time ensuring compliance with public health and regulatory 
guidelines. Immunization information is considered protected health information and is 
safeguarded by the Health Insurance Portability and Accountability Act (HIPAA) of 1996. The HIPAA 
Privacy Rule establishes national standards to protect individuals' medical records and other 
personal health information and applies to health plans, health care clearinghouses, and those 
health care providers that conduct certain health care transactions electronically.3 An individual’s 
protected health data must be transmitted and stored in a secure manner to protect an individual’s 
privacy. 
 
The Occupational Safety and Health Administration (OSHA) began fining businesses for failing to 
report COVID-19 cases and not putting into place processes to track vaccination status or test 
results of employees. As regulations were evolving throughout the pandemic, many businesses 
received warnings, however OSHA has already issued nearly $4 million in fines for coronavirus 
violations in 2020.4  As more people return to work and other activities, OSHA is expected to 
become stricter, which could result in heavy fines for businesses that are out of compliance.  
 
Organizations need a strategy for working with employees, vendors, and visitors to gather their 
immunization history. Currently the only viable option is self-reporting and individuals must be 
willing to share their data and the sharing will be a mostly manual or paper-based process.  How do 
businesses accomplish compliance in a timely, efficient, and cost-effective manner that protects the 
privacy of the individual’s personal health information? 
 

The Solution 
The Vacmobile cloud-based platform connects government, industry, and technology to easily 
manage immunization compliance on any device. The solution offers a secure, cloud-based “digital 
vault” to store all vaccination records and enables access to the information in a safe, HIPAA-
compliant manner. 
 
Vacmobile is reinventing the way immunization records are managed with a SaaS-based end-to-end 
digital experience. Vacmobile’s patent-pending technologies support validation of immunization 

 
3 U.S. Department of Health and Human Services. (2021) The HIPAA Privacy Rule.  Retrieved from: 
https://www.hhs.gov/hipaa/for-professionals/privacy/index.html 
4 Occupational Safety and Health Administration (2021, January 8).  U.S. Department of Labor’s OSHA Announces $3,930,381 in 
Coronavirus Violations.  Retrieved from: https://www.osha.gov/news/newsreleases/national/01082021 
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data and offers a HIPAA-compliant and secure way to share the immunization credentials when 
needed. Vacmobile provides a digital vault for immunization information and centralized storage of 
vaccine records in a HIPAA-Compliant Data Center. 
 
The VacmobileEZ app allows individuals to safely store their paper COVID-19 vaccination credential 
digitally. The app creates an image capture of vaccine paper record, using Vacmobile's patent-
pending technology. VacmobileEZ supports COVID-19 vaccination records, but will eventually 
include storage, transmission, and authentication of all immunization records as needed. The app 
enables individuals to send records to third parties, such as schools that require vaccine records, 
employers or for healthcare or travel. 
 
Vacmobile’s Vaccination Authentication Self-Reporting™ (VASR) score is a critical tool for judging 
the accuracy of an individual’s self-reported COVID-19 immunization record. The VASR scoring 
method is like the FICO score which represents the credit worthiness of a person. Like the FICO 
score, the Vacmobile VASRä score indicates the confidence level of a vaccine credential submitted 
by the user. The VASR score initially is based on U.S. administered vaccines and relies on a 
successful scan of the CDC vaccination card. The score is comprised of multiple variables beyond 
just the vaccination card. The basis of the business rules for determining the VASR score include 
CDC guidelines and advice from medical experts.   
 
Vacmobile’s unique patent pending technology allows enterprises to customize their rules engine to 
match designated compliance requirements. In addition, dashboard reporting across the entire 
enterprise provides instant, real-time visibility to compliance KPIs.    
 

Conclusion 
Traditional methods of obtaining an authenticated vaccination record from a physician’s electronic 
health record system or from an immunization registry have resulted in very fragmented data due 
to non-interoperable systems and non-traditional work flows for vaccine distribution during the 
pandemic. Physicians and immunization registries do not all have data use agreements across state 
lines within the United States and the same jurisdictional issues are problematic internationally. Not 
all countries even have an immunization registry, which is why it is imperative to offer a solution 
that empowers the individual to manage their own vaccination data for themselves and their minor 
loved ones. 
 
For this reason, Vacmobile has developed globally scalable solutions to securely manage digital 
immunization and testing records, which will help businesses implement an automated solution to 
streamline the management of self-reported documents and develop a level of trust assurance 
around a self-reported document. Creating a standard digital standard for scoring the paper 
vaccination cards will help provide a uniform method for managing documents globally.  
Maintaining compliance and mitigating risk is essential to avoid super spreader events. Finally, 
municipalities, governmental authorities, and school districts tasked with safeguarding the health of 
their communities must be able to react in near real-time to the unpredictable surges of a mutating 
virus. Push notifications will alert end-users when new protocols must be enacted or with other 
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important updates. Vacmobile’s solutions will help keep people gathering in congregant settings 
safer – whether they are employees, customers, students, patients, visitors, or vendors.   
 
 

Additional Resources 
 
AIRA: American Immunization Registry Association 
https://www.immregistries.org/ 
 
Immunization Information Systems (IIS) – Centers for Disease Control and Prevention 
https://www.cdc.gov/vaccines/programs/iis/index.html 
 
Immunization Information Systems (IIS) as Sources of Vaccine Credential Information in the US 
https://www.hln.com/assets/pdf/IISasSourcesofVaccineCredentialInformation.pdf 
 
IIS Technology Over Time: Impact and Changing Roles 
https://repository.immregistries.org/files/resources/5c19b578dc69e/iis_history_spotlight-
_technology.pdf 
 
IIS and EHR Feature Overlap  
https://www.hln.com/assets/pdf/HLN-IIS-EHR-Overlap-White-Paper.pdf 
 
Towards a National IIS Strategy: Options for Developing a National Immunization Information System 
Architecture 
https://www.hln.com/assets/pdf/HLN-National-IIS-Architecture-White-Paper.pdf 
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